NC State University IRB
Code Review Instructions and Form for Modified, Purpose-Built, or Homegrown Software and/or Applications to be Used in Human Subjects Research

Sometimes research procedures ask participants to download or access software and/or applications that are commercially available but modified (i.e., “modified”) prior to use in the research study or are custom-built for the research study (also called “purpose-built” or “homegrown”)

Code review of modified, purpose-built, and homegrown software and applications serves several purposes. A code review provides the IRB with the necessary information to evaluate the protocol to ensure that the risks of the research are accounted for in the research proposal. It also ensures that the risks of the software and/or application usage is communicated to potential research participants so they have all the information that they need to make an informed choice about participating in research.

Code review, for the NC State University IRB, is when a subject matter expert (hereafter, SME) who is not part of the research team or otherwise holds a conflict of interest reviews the source code used to modify or built the software and/or application for vulnerabilities such as coding mistakes, usability, and privacy and security risks. The code review includes, but is not limited to, best practices in secure communication, permissions, restrictions for content providers and what they can access, verification of credentials, issues of network security and configuration, SSL management, internal and external data sharing, transfer, and storage. 

The depth of code review that the NC State University IRB requires for modified, purpose-built, and homegrown applications or software is scoped to the code review for research use and not production use of the application software. This is because the focus of the NC State IRB requirement of code review is participant privacy and data security. For additional contexts regarding code review, please refer to page 196 of the OWASP Code Review Checklist (PDF document). 

Once the IRB protocol is ready for final review, the principal investigator will provide their chosen SME evaluator with the code to review and all prepared study materials such as recruitment, informed consent, information sheets, general instructions provided to participants, etc. This will allow the evaluator to assess not only the code, but also if the communications to participants are appropriate, misleading, or missing information. 

The SME evaluator must complete the code review form and provide any other documentation that they normally would for a privacy and security focused code review scoped for research use. The principal investigator’s role is to ensure that the SME’s completed form and materials are provided to the NC State IRB for review. 


Code Review Form

[bookmark: Text56]Name of code evaluator:      

1. [bookmark: bookmark=id.x56v2n9fipm8]Evaluator’s qualification(s) to conduct code review: 
[bookmark: Text57]       

2. Is the evaluator a member of the research team?
[bookmark: Check127][bookmark: bookmark=id.si6snj1a454c][bookmark: bookmark=id.nuyoa511rqpv][bookmark: Check64]  |_|  Yes    |_|  No

3. Is the evaluator also a sponsor/funder of the research project?
[bookmark: bookmark=id.s16m6hkzy8g1][bookmark: Check66][bookmark: bookmark=id.yevbiajyob0u][bookmark: Check67]  |_|  Yes    |_|  No

4. Will the evaluator financially benefit from the research project?
[bookmark: bookmark=id.fiargd7ljt1u][bookmark: Check68][bookmark: bookmark=id.gyeeqb6yatio][bookmark: Check69]  |_|  Yes    |_|  No

[bookmark: Text58]Date of code evaluation:      
[bookmark: bookmark=id.kybakyd8jfkr]
[bookmark: bookmark=id.jqhe8aw8hu5i][bookmark: Text108]Name of software/application undergoing code review:      

For every functional code block, please specify the beginning and end of the code block and answer the below questions. Note: The code review must cover all functional code blocks of a modified or purpose-built/homegrown software and/or application used in the research. 

[bookmark: bookmark=id.6cmx4yjcrk2o][bookmark: Text107]Beginning of code block(s):      

[bookmark: bookmark=id.js34l6tp0y0][bookmark: Text106]End of code block(s):      

General Information 
Updated 6/16/2025
1. The software or application used in this study will access the following aspects of the participant’s device – check all that apply:

[bookmark: Check118]|_|  Location
[bookmark: Check119]|_|  Microphone
[bookmark: Check120]|_|  Camera
[bookmark: Check121]|_|  Motion and Fitness
[bookmark: Check122]|_|  SMS
[bookmark: Check123]|_|  Call logs
[bookmark: Check124]|_|  Address book/ Contacts
[bookmark: Check125]|_|  Calendar
[bookmark: Check126]|_|  Photos

2. Any storage of this data to the device is secure.
[bookmark: Check116][bookmark: Text104]|_|  Yes, Detail:      
[bookmark: Check117][bookmark: Text105]|_|  No, Detail and provide recommendations:      

3. Any transmission of this data off the device is secure.
[bookmark: Check114][bookmark: Text103]|_|  Yes, Detail:      
[bookmark: Check115][bookmark: Text102]|_|  No, Detail and provide recommendations:      

Feedback on the Documentation that Participants Review
1. Is the participant-facing documentation about the software or application clear and well written?
[bookmark: Check112][bookmark: Text101]|_|  Yes, Detail:      
[bookmark: Check113][bookmark: Text100]|_|  No, Detail and provide recommendations:      

2. Does the participant-facing documentation explain the software’s or application’s purpose in plain language?
[bookmark: Check110][bookmark: Text98]|_|  Yes, Detail:      
[bookmark: Check111][bookmark: Text99]|_|  No, Detail and provide recommendations:      

3. Does the participant-facing documentation teach participants how to use the software or application safely and appropriately?
[bookmark: Check108][bookmark: Text97]|_|  Yes, Detail:      
[bookmark: Check109][bookmark: Text96]|_|  No, Detail and provide recommendations:      

4. Does the participant-facing documentation teach participants how to remove the software or application safely and appropriately?
[bookmark: Check106][bookmark: Text95]|_|  Yes, Detail:      
[bookmark: Check107][bookmark: Text94]|_|  No, Detail and provide recommendations:      

5. Do any code features or code modifications warrant additional communication with participants about the software or application?
[bookmark: Check105][bookmark: Text93]|_|  Yes, Detail:      
[bookmark: Check104][bookmark: Text92]|_|  No, Detail and provide recommendations:      

Assessment of Function
1. Does this code reliably perform the functions the research team expects?
[bookmark: Check102][bookmark: Text90]|_|  Yes, Detail:      
[bookmark: Check103][bookmark: Text91]|_|  No, Detail and provide recommendations:      

2. Are there any poorly implemented functions?
[bookmark: Check100][bookmark: Text89]|_|  Yes, Detail:      
[bookmark: Check101][bookmark: Text88]|_|  No, Detail and provide recommendations:      

3. Is there any missing functionality?
[bookmark: Check99]|_|  Yes, Detail: 
[bookmark: Check98]|_|  No, Detail and provide recommendations: 

4. Are there any functions that should be added to help the research team, protect the research data, and/or protect participant privacy?
[bookmark: Check97][bookmark: Text87]|_|  Yes, Detail:      
[bookmark: Check96][bookmark: Text86]|_|  No, Detail and provide recommendations:      

Assessment of Data Security
1. Does the code use any tools that are outdated?
[bookmark: Check94][bookmark: Text85]|_|  Yes, Detail:      
[bookmark: Check95][bookmark: Text84]|_|  No, Detail and provide recommendations:      

2. Does the code use any tools that have known security problems?
[bookmark: Check92][bookmark: Text83]|_|  Yes, Detail:      
[bookmark: Check93][bookmark: Text82]|_|  No, Detail and provide recommendations:      

3. Is the code connected to another system?  
[bookmark: Check91][bookmark: Text81]|_|  Yes, Detail:      
[bookmark: Check90][bookmark: Text80]|_|  No, Detail and provide recommendations:      

4. Is the code tied to an outdated program?
[bookmark: Check88][bookmark: Text78]|_|  Yes, Detail:      
[bookmark: Check89][bookmark: Text79]|_|  No, Detail and provide recommendations:      

5. Does the code use functions that are being or slated to be phased out?
[bookmark: Check87][bookmark: Text77]|_|  Yes, Detail:      
[bookmark: Check86][bookmark: Text76]|_|  No, Detail and provide recommendations:      

6. Does the code use technology that is being or slated to be phased out? 
[bookmark: Check85][bookmark: Text75]|_|  Yes, Detail:      
[bookmark: Check84][bookmark: Text74]|_|  No, Detail and provide recommendations:      

7. Is the code appropriate to handle green-level (non-sensitive) data? 
[bookmark: Check83][bookmark: Text73]|_|  Yes, Detail:      
[bookmark: Check82][bookmark: Text72]|_|  No, Detail and provide recommendations:      

8. Is the code appropriate to handle yellow-level (moderately sensitive) data?
[bookmark: Check81][bookmark: Text71]|_|  Yes, Detail:      
[bookmark: Check80][bookmark: Text70]|_|  No, Detail and provide recommendations:      

9. Is the code appropriate to handle red-level (highly sensitive) data?
[bookmark: Check78][bookmark: Text69]|_|  Yes, Detail:      
[bookmark: Check79][bookmark: Text68]|_|  No, Detail and provide recommendations:      

10. Is the code appropriate to handle purple-level (ultra-sensitive) data?
[bookmark: Check76][bookmark: Text66]|_|  Yes, Detail:      
[bookmark: Check77][bookmark: Text67]|_|  No, Detail and provide recommendations:      

11. Does the code protect P2 or other GDPR-related data?  
[bookmark: Check74][bookmark: Text64]|_|  Yes, Detail:      
[bookmark: Check75][bookmark: Text65]|_|  No, Detail and provide recommendations:      

12. Does the code use authentication and authorization security mechanisms? 
[bookmark: Check72][bookmark: Text62]|_|  Yes, Detail:      
[bookmark: Check73][bookmark: Text63]|_|  No, Detail and provide recommendations:      

13. If you wanted to steal data or access a system, do you see vulnerabilities? 
[bookmark: Check71][bookmark: Text61]|_|  Yes, Detail:      
[bookmark: Check70][bookmark: Text60]|_|  No, Detail and provide recommendations:      

Please provide any additional comments that you would like the NC State University IRB office to consider or that you think participants would benefit from being told about:
[bookmark: Text59]     

