Updated 6/27/2025
Required Content Checklist for Educational Researchers’ IRB Applications Seeking Use of Existing or Future Secondary Data Subject to FERPA


In the IRB application
In addition to the normal content that is requested to be included in the IRB application, please ensure that the following information is also covered:

1. Discuss the gatekeeper permission and records release permission processes for the FERPA records to be used for research and from whom will you seek permission. Researchers cannot provide themselves permission due to dual roles and conflicts of interest; IRB approval does not grant gatekeeper or records release permission.
· For exempt applications, provide this content in recruitment and site access, secondary data collection, and secondary data or biospecimens sections of the exemption application form as applicable to the study. 
· For non-exempt applications, information about gatekeeper permission and records release is requested on the populations, procedures, and data security tabs. 

2. Discuss how adult consent or parent/guardian permission and minor assent will be sought and documented either in the exempt application form or the consent tab of the eIRB application and refer to the appropriate supporting documentation uploaded to the IRB application that has used the current NCSU IRB templates. 

If consent or parent/guardian permission will not be sought for the secondary data that is subject to FERPA:
1. Provide information on how the study meets the criteria for a FERPA exception, including:
· How the research is being done “on behalf” of the educational institution;	Comment by JBOFSTEI: From our FERPA guidance: From our FERPA guidance: 

“For, or on behalf of, educational agencies or institutions” means that an educational agency or institution has granted permission for the research to occur. Although the study exception is framed as requiring the research to be undertaken “for, or on behalf of,” the disclosing institution, the FERPA regulations (34 CFR 99.31(a)(6)(iv)) make clear that the educational institution authorizing the study “is not required to initiate a study or [to] agree with or endorse the conclusions or results of the study.
· How the research is done by “school officials with legitimate educational interests”; and	Comment by JBOFSTEI: From our FERPA guidance: A “legitimate educational interest” is when a school official, agent or contractor undertakes work in the name of the institution that necessitates access to educational records to fulfill that individual’s responsibilities for the institution. 
The information requested/accessed is necessary for that official to perform appropriate tasks that are specified in their position description or by a contract agreement. 
The information is to be used only within the context of official agency or school business and not for purposes extraneous to the official’s areas of responsibility or to the agency or school. 
The information is relevant to the accomplishment of some task or to a determination about the student. 
The information is to be used consistently with the purposes for which the data are maintained. 
· How the research’s purpose is one of the following: developing/administering predictive tests, administering financial aid, or improving instruction
2. Justify your request for a full waiver of consent/parent/guardian permission under the IRB regulations for the FERPA records to be used for research data (this includes studies seeking parental permission via an opt-out process/form) – Note: the study will not be eligible for exemption if the FERPA exception criteria noted above is not also met:
· How the research is minimal risk to participants;
· How waiving participants/parents’ right to consent does not negatively affect the rights and welfare of participants;
· How the research is not practicable without a waiver of consent; and
· How the research must be done with identifiable/re-identifiable data (if applicable).

3. If FERPA records to be accessed include those of individuals who have a subordinate relationship to one or more members of the research team (including the faculty point-of-contact for the study), such as NC State University students, advisees, employees when the principal investigator is also at NC State, a scientific justification must be provided for why these individuals’ FERPA records must be included in the research data set and a statement attending to mitigation of the conflicts of interest related to this research have been addressed

4. Provide data management plan details for the FERPA information used as research data.
· For exempt applications, this includes answering all of the exemption application form’s sections about modes of data collection, recording and images (if applicable), data management, and secondary data.
· For non-exempt applications, this includes completing the data security tab of the eIRB application and provide the following information where asked:
· What identifiers are included in the FERPA data:
· Direct identifiers (e.g., name, Unity ID, student ID number, email address, etc.)
· Indirect identifiers (e.g., demographic data, qualitative data, artifacts, etc.)
· Justification for why each identifier must be collected to answer the research question
· How identifiable the FERPA data is to you:
· Identifiable
· Re-identifiable
· De-identified
· Anonymous
· What the sensitivity level (Google doc) of the FERPA data is according to the NC State OIT Data Framework (opens in a new window)
· Green (non-sensitive)
· Yellow (moderately sensitive)
· Red (highly sensitive)
· Purple (ultra-sensitive)
· How the FERPA data used for research will be collected, stored, collated and prepared for analysis, analyzed, and shared with others.
· If the FERPA data used for research will be retained beyond the study, provide data retention plan and provisions to protect participant privacy and data confidentiality.
· If the FERPA data used for research will be destroyed, provided information about how and when it will be destroyed. Research records must be maintained at least three years after conclusion of a study, so that must be planned for – especially for student research protocols. 
· For all protocols that plan to use artificial intelligence (AI) with FERPA data, review the IRB guidance on use of AI in human subjects research (Word document) because it will require you to add additional data management information into the IRB and select supporting documentation. Note that the supplemental AI information form must be uploaded for each AI tool you will use in the study, whether or not you are inputting FERPA data into the platform. Per current institutional policy, you cannot put FERPA data into a generative AI (GAI) platform. 
· For all protocols that collect red or purple data or have a data use agreement requiring certain data security, a data access & security plan (DASP) must be uploaded	Comment by Yael Allen: As a reminder, the following FERPA data of students ages 18 years of age or older is considered red level data by the NCSU IRB: disability status, all financial aid records, disciplinary records, student grievances, and health/counseling records. For students under the age of 18, the following FERPA data is considered red data: email address, phone number, date of birth, social media accounts or other online presence, disability status, disciplinary records, student grievances. 
· For all protocols funded or supported by the National Institutes of Health (NIH), a data management and sharing plan (DMSP) must be uploaded.

5. You must address all pre-existing relationships any member of the research team has with the participant group(s), however minor, and articulate the strategies that the study will employ to mitigate power dynamics, preserve participant voluntariness, and ensure data integrity. This information is particularly important researchers who have conflicts of interest and commitment when in dual roles and for qualitative data research protocols. Examples can include activities such as appointing someone else to recruit and consent individuals, refraining from reviewing who consented until after grades are submitted, having someone without real or perceived power issues implement the intervention or interacting or cleaning of the data. 

6. If compensation will be offered to participants, the compensation type (monetary amount, course credit) must be listed in the compensation section of the exemption application form for all studies eligible for exemption, including FLEX exemptions, or in the eIRB application’s Populations and Compensation tabs for non-exempt studies. Please note: At least one compensation alternative must be provided to potential participants to be able to earn the same course credit amount for a non-research activity that will take the same amount of time and effort and you will need to discuss how the study will mitigate any potential for coercion into research. 

7. For cooperative research projects, all engaged members of the research team should be listed on the application’s Description tab and their roles articulated. This allows the NCSU IRB to determine if we can serve as the IRB of Record for a particular research protocol or if we need to be the relying IRB for a cooperative research protocol. More information about these processes can be found on the NCSU IRB website’s Cooperative Research webpage (opens in a new window). 


Attach to the IRB Application
1. Valid, unexpired human subjects research training for all NC State University members of the research team, including the faculty point-of-contact for student research protocols, who are involved in the processes of recruitment, consent, data collection, or handling identifiable/re-identifiable participant data.

2. All recruitment materials unless the study will be eligible for an exemption category, including FLEX exemption.

3. Adult consent, parent/guardian permission, and minor assent materials and forms as applicable to the study that must:
· Specify the exact FERPA record(s) that will be accessed/disclosed for research purposes.
· Provide the purpose of the FERPA record(s) access/disclosure.
· Explain what will be done with the FERPA record(s) in the research study
· Discuss to whom the FERPA records will be accessed by/disclosed to, including members of the research team, the public, and (if applicable) future use.
· Discuss the research risks and benefits within the context of FERPA records usage, such as risks to personal privacy and data confidentiality.
· State that participating in the research is optional and provide at least one alternative to participation.
· Provide contact information for the principal investigator (and faculty point-of-contact for student-led protocols such as theses and dissertations) in case participants or parents/guardians have questions about the research.
· Signature (electronic format OK) and date.

Please note: The IRB office will require researchers to seek consent or parental permission for secondary data unless completing the research is not practicable without a full waiver of consent AND there is no applicable law (e.g., the NC Parents Bill of Rights or FERPA) that prevents a waiver of consent from being granted. We recommend that researchers review the secondary data and the IRB guidance (Word document) and the accessing FERPA records for research purposes guidance (Word document). 

4. Broad consent form, if applicable.

5. All participant communications materials (e.g., scheduling and reminder messaging, research compensation drawing winner and loser emails, participant debriefing materials if deception or incomplete disclosure will be in the study, etc.) if applicable and the study is not eligible for exemption, including a FLEX exemption. 

6. Data collection measures only if the procedures are being done for research purposes – e.g., survey or interview questions, observation protocol, task protocol, member-checking materials, etc. If the student would do the task or survey as part of the course even if the research did not occur, there is no need to upload it. 

7. If asking participants to download and/or use specific software applications or platforms for research purposes, provide an information sheet(s)for participants with instructions on how to access, download if applicable, and safely use the software applications and platforms in the study – for further instructions, please consult the IRB guidance on applications and software (Word document) and IRB guidance on artificial intelligence (Word document) as applicable to the study, which may require one to upload additional materials such as application software informed consent addendum (Word document), researcher personal device use attestation (Word document), and a code review form for all modified or purpose-built mobile software applications. 

8. All compensation documentation materials (e.g., NCSU accounting form that either participants or members of the research team will complete to facilitate research compensation for participants et al) where applicable. 

9. Completed translation verification form (Word document) and translated documents, if applicable. 

10. Completed local context review form (Google document) or participant context review form (Word document), if applicable to the study and the study either is not eligible for any exemption category including a FLEX exemption OR the IRB office has specifically asked that the ancillary review be completed as part of the IRB review process. 

11. Completed individual investigator training completion and attestation form (Word document) and either CITI human subjects research training certificates or the edited training materials (PowerPoint file) used if a member of the research team needs an individual investigator agreement because they are unaffiliated with an institution that has an IRB with an FWA number, do not have access to CITI training through their institution, and the study is not funded now or in the future from any source. This applies for all levels of IRB reviewed studies, including exemptions, that need individual investigator agreements. 

12. Data management materials
· Exemption application form for studies eligible for exemption 
· Data & access management plan (DASP) for studies collecting red or purple data or who have a data use agreement (DUA)
· Data use agreement (DUA) if applicable 
· Data management and sharing plan (DMSP) for NIH funded or supported studies

13. Cooperative research materials
· Institutional authorization agreement form (Word document) – for all non-exempt collaborative research studies agreements that seek Single IRB (sIRB) approval OR any study, including those eligible for exemption, that need an individual investigator agreement for one or more members of the research team. 
· Site context form (Word document) – for multi-site research where NC State University is the reviewing IRB and the study is not eligible for any category of exemption, including the FLEX category. 

